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,2IloB/MllaBaHe HUBOTO Ha MpexXoBaTa U
UH(oOpMaLIMOHHA CUTYPHOCT 4Ype3 U3non3BaHe Ha
UHTeJNIMreHTHU metoau‘

CEMUHAP

3a npepcTtaBsiHe Ha pe3ynTtaTuTe OT U3NBJTIHEHUETO
Ha Etan 2 Ha npoekTa

'paHp xoten ,,Butowa“



OcHoBHM cBeaeHuUA (1)

" HaumeHnoeanue Ha koHkypca: KOHKYPC 3A ®UHAHCUPAHE HA
OYHOAMEHTANHUN HAYHYHU U3CNEOBAHUA — 2016 T.

® OcHoBHa Hay4Ha obnact / TematnyHo HanpasneHune: TEXHUYECKW

HAYKW / WH®POPMALUOHHA U KOMYHUKALMWNOHHW
TEXHOJ1I0I'nA

" NonbnuutenHn HayyHun o6nactn: WU3KYCTBEH MWHTEJEKT,
MPEXOBA 1 UHPOPMALUMNOHHA CUTYPHOCT

® 3arnaBne Ha npoekta: TOBULWLABAHE HUBOTO HA
MPEXXOBATA U NWHPOPMAUUOHHA CUTYPHOCT Y4YPE3
U3IMNoJ13BAHE HA MHTEJITUTEHTHU METOOU

® Bazosa opranuzauma: TEXHUWYECKU YHUBEPCUTET — CODPUA
® NaptHbopcku opranmsauun: HAMA
" PinkoBoguTen Ha HayuHus konektus: [jou. A-p PymeH TpudcgoHoB

® Cyma 3a usnbfiHeHMe Ha NpoeKTa:



QCHOBHMU eHua (2

YUneHoBe Ha Hay4YHUS KONEKTUB

" npod. Ao-p uHx. OrusaH Hakos

"npod. A-p XK. PymeH TpudoHoB

" npodp. Ao-p uHxX. [laHmena NoueBa

" npod. Ao-p nHxX. MuneHa JlazapoBa-MuueBa
"npod. A-p uHX. Neopru Nonoe.

"npod. A-p nHx. Xpucto Xpmuctos

= npodp. A-p MHX. Pagocnas NowmHos

" gou. A-p vHXx. NnameH UBaHoB BaukoB

" gou. A-p nHx. Cnasyo AnekcHagpoB MaHornosB
" nou. A-p uHx. ApgenuHa lNnameHoBa AnekcueBa-lleTpoBa
"rn. ac. o-p uHx. N'eopru Loues

"rn. ac. a-p nHx. lNanga NasnoBa

" ac. uix. Momuun lNetkoB



BuBeaenue (1)

CbBpeMeHHaTa UKOHOMMKA U OOLEecTBO He caMO 3aBUCHAT,
HO MU ce pa3BuMBaT BCe MNO-NMEpPCrNneKTMBHO B HOBMW
HanpaBrieHUs, CBbpP3aHN C MUHTEH3UBHOTO WU3MNoOJsi3aBaHe Ha
UH(POPMALUOHHUTE U TeNeKOMYHUKaUMOHHU TeXHONOorum,
codpTyepHU cUCTEMM 3a ynpaBrieHUe, KakTo u Ha epeKTUBHU
npouecu, 6asmpaHn Ha gurutanHute uHdpacTpykTypu. Taka
KbM TpaaULUUOHHUTE pPUCKOBe ce [00aBAT HOBWU, Kudep-
pUCKoBe C KNH4Y0BO 3Ha4YeHne, UTHOPUpPaAHETO Ha KOUTO MOXe
Aa goBeae A0 KaTtacTtpodanHu pesynTtaTtu.

Kubep-atakute ca AMpeKkTHa 3ansiaxa 3a CUrypHoOCTTa Ha
rpaxgaHute UM PYHKUMOHMPAHETO Ha AbpXKaBaTa,
UKOHOMMKaTa, OoOLlecTBOTO, Haykata un obOpasoBaHueTo. Te
Morat ga ObAaaT U3BbLPLIEHM OT pPa3CTOsAHMEe, C MPOCTU U
etpeKTMBHU MeXaHU3MU, MUHUMArTHU UKOHOMUYECKU pecypcu
U Oa MPUYUHAT 3HAYUTESTHU MNOopaXXeHusi C HaHacAHe Ha
MaTepuanHu n 4opu YoBeLUKN 3aryou.



BuBeaeHue (2)

Kubep-atakute HaAmar

PuckoBete u 3annaxute B Kubep-
NMPOCTPAHCTBOTO ca TpyaAHU 3a pgeduHUpaHe nopaau
CJIOXKHOCTTa 3a onpeferiiHe Ha U3TOYHUKA Ha Bb3aencTBue,
Lernute U MOTUBUTE, OBLP30TO ecKanupaHe Ha 3annaxarta u
TPyAHO npeaABMaAUMUTE MNEepcnekTMBM 3a  pa3BuUTUe,
CJQIOXKHOCTT@ WU MHTEH3MBHOCTTA Ha CbBpPEMEeHHUTe
KOMYHUKAUMOHHN U MH(pOPMaALUOHHU npouecu, AUHaAMUKaTa
Ha FNIOrn4yecKuTe n donsnyeckurte BPBb3KMU n
HeonpeAeneHoCcTTa Ha npouecuTe.

Cpen Haun-cepuo3HUTe OECTPYKTUBHM Bb3OEUCTBUA ca
Te3n OT XMbpuaeH xapakrtep - KOMOMHaUUA OT Kubep-aTaka u
dn3nyecka ataka, kKubep-ataka uensiia KpUTU4eH KUHETUYEeH
npouec, Knbep-ataka no Bpeme Ha npupoaHo dencreve Unu
HEN3npPaBHOCT B KPUTUYHU CUCTEMM.



Knbep-npectinHocT (1)

3a cbXarneHue, HO HaNbJZIHO 3aKOHOMEPHO, MapariesiHo ¢
NO3UTUBHUTE SAABNEHUSA HAa UH(POPMALMOHHOTO OOLLEeCTBO ce
nosiBU M OYypHO ce pa3nNpoCTpaHW B CBeTOBEH Malwab wun
TeXHUsA HeraTMBeH aHTUNO4 — CBeTOBHaTta kKubep-
NPecTbLNHOCT.

Ha cBeToBHata MKOHOMUKA U OsiXxa HEOOXOAMMMU HSIKOJIKO
BeKa OT YyTBbpXAaBaHeTO Ha na3apHUTe OTHOLWeHuUA Ao
nocTuraHe Ha rno6anu3auus. 3a ceHYectata MKOHOMMKA Ha
Knbep-npecTbNHOCTTa 3a TO3M npexon 0Osixa AoCTaTb4HU

[lo oueHKM Ha CepUuO3HM
aHanusaTtopu roauwHuAT obopoT Ha ,UHTepHeT-Oa3upaHaTa
ceH4YecTa MKOHOMUKA” BeYye ce NpuonuxaBa 40 TbLProBuATa C
HapkoTMuu. Hanuue e crnoXxeH ,,OH-FlanH”’ 4YepeH nasap ¢
AOeCeTKU XUnaam ydactHMum u 6e3 HauMoHarniHu rpaHvum.




Kubep-npecrunHocrT (2)




Knbep-npectenHocT (3)

Kubep-3annaxute ca acuMmeTpuyHW, HemneranHuW U CUITHO
HanogoO6sBaT noxBaTUTE Ha Knacuyeckus Tepopusbm. T.e.
OTAEeNIHO Nnuue UM Marika rpyna HaKbAe no cseta morart 6es3
ocobeHM pasxoou Aa ce onuTaT Aa MPOHMKHAT B CUCTEMM,
CbAObpXalKM XKU3HEHO BaXHa MHQopmauma wvnuM pa
npeanpuemartr paspylwaBaliM aTtakm cpely KpUTUYHa
UH(pacTpykTtypa. MHCTpyMeHTUTE U pecypcuTe 3a TakKkuBa
aTaKu ca JfieCHO AOCTbLMNHU Ype3 UHTepHET U YA3SBUMOCTUTE Ha
aTakyBaHUTe CUCTEMM Ca JIeCHO OTKpUBaeMu U N3Nosni3BaeMm.

OcBeH TOBa, 3a pa3sfiMKa OT KNlacu4yeckuna tTepopusbM, Knbep-
npecTbNHUUMTE U3MNOSNI3BAT 3a CBOUTE LieJSIM MHOXEeCTBO HMLIO
He nopo3upawu noTpeouTenm Ha KomnwTpu U UHTepHer.
3apa3eHuUTe KOMMIOTPU Ha Te3u notpedbutenu dopmupar T.H.
,00T-MpPEeXn”, Yype3 KOUTO ce OpraHn3npaT aTtakm KbM BaXXKHU
M3TOYHMLUM Ha nHdopmMauusa unu ce umsnpawar ,,cnam-nucma’
U BpeaHU nporpamMvm KbM MHOroopouHu agpecaHTu, a CbLUo
TaKa ce pa3npocTpaHsBa 3abpaHeHO cbabpXKaHue.



Kndep-npectunHocrT (4
[ILPBOTO Nt Ha npecTbMHUTE AOEUCTBUA B KuOep-
NMPOCTPAHCTBOTO ce Xapakrepusupa C OBbp30TO
pa3dMHOXaBaHe Ha 3NnoBpeAeH Koa, KOUTO eKcnrnoatupa
pa3npocTpaHeHn yA3BUMOCTM.

OTnuuutenHaTta 4YepTa Ha KuUOep-npecTbnNeHusaTa oT
BTOPO € MOTUBDBLT 3a nevyanoa.

[Be OTNUYUTENHN 4YepTU OTOeNnsA3Ba TPETOTO NOKOoNneHue:
opraHusaumsa n guckpetHocT. Kndep-npectbnHuunTe craBaTt
no-3penun, Kato ocb3HaBaT NpegMMcTBaTa Ha CbBMECTHaTa
paboTa 3a He3aKOHHU o0XoaM.

Bb3HukBaHeTto Ha ageuHoct ,,C2C (Criminal-to-Criminal)”
AaBa Ha4yasioTo Ha 4YeTBLPTOTO MNOKONeHue Ha Kubep-
npectbnHocTTa. llosiBABa ce cunHa M edekKTuBHa cCuBa
MKOHOMMKa, KOSAITO npepnocTaBs Bb3MOXHOCTH 3a
KnoepnpectonHMuMTe Aa KynyBaT M npopaBaT CTOKM U
ycnyru eauH Ha apyr.



Knbep-npectunHoOcCT ()

3annaxute B HacCTOSILLOTO MNETO MNOKoONneHWe ca Bce Mo-
aBTOMaTM3uUpaHU, KOeTo No3BoNnsiBa Ha KubepnpecTbnHUUUTEe Aa
6baatr no-npoayktmBHu. Te 3anoyBaTr ga ce nonssBaT oT
NpeagUMCTBOTO Ha WHCTPYMEHTM U TEeXHUKM 3a MNucaHe Ha
CKpUnTOoBe 3a aBTOMaTu3upaHe Ha pa3nM4yHU eTanu Ha TexXHUTe
cxemun. Mo-manko onUTHU Xakepu Morat Aa 3aKynsiT MHCTPYMEHTH
3a nNecHO wunaeHTUudMumMpaHe Ha yA3BMMM  Uenn, 3a
KOMnNpomeTupaHe Ha cUCTeMM U 3a Kpaxba Ha paHHu. [lo-
HanpegHanuTe KnbepnpecTtbnHULMN MoratT pAda KynyBaT
WHCTPYMEHTU UM Aa nopbuyBaT pa3paboTBaHeTO Ha cneuuasnHu
WHCTPYMEHTM W CKPUNTOBE KaTo AONbJZIHEHME KbM TeXHUTe
NPOAYKTW.

EAQHa oT 0cob6eHOoCTUTe Ha NeToTo nokosieHue ca T.H. "MoaepHu
HactonuumBu 3annaxu (APT - Advanced Persistent Threats),, -
LeryileHaCo4YeHMn aTaku cpelwy KOHKPeTHU opraHuvsauum oT
onpeneneHu, pA[ood6pe KoopaAvHUpaHU KuOep-npecTtbnHuuu. B
oOLWHOCTTa Ha ekcnepTute, APT Han-4ecTo ce OTHAcCHA OO CINOXHU
aTaku, HacoO4YeHu , C uen pa ce
cbOupa pasy3HaBaTenHa uHdopMaumMa wnNM nNOCTUraHe Ha
KOHKpeTHn duHaHcoBu uenn. APT d4yecto ce wusnon3ea oOT
ObpPXaBHU OpPraHU WUNM TEeXHU areHTU, NMOHSIKora ca CBbP3aHu C
TEPOPUCTUYHUN U cCenapaTUCTKU NONTIUTUYECKU rpynu.



Kunbep-npecTunHocT (6)
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Llen Ha HayyHO-u3cneaosarenckua Nnpoekr (1)

Llenta Ha NMPOEKTa € nOa cCce CcCucremMatTnmpar,
dHaJIN3NpaT U OUEHAT pa3sfintdiyHnTe BNAoBe

B KOMMNIOTbpPHAaTa
CUTYPHOCT.

Heobxooumo e pa ce oT1benexu, 4Ye CbrNacHo
nuTepatypHuTe U3TOYHULM NPUIIOXXeHUusTa Ha
U3KYCTBEHUS UHTENIEeKT ce ynoTpedbsaBaT B TP OCHOBHM
AOEeNCTBUSA, CBbP3aHU C KOMMNIOTbPHATA CUTYPHOCT:

°* oTKpuBaHe (detection) — naeHTudpmumpaHe Ha aTaka,
®* oOTCTpaHsABaHe Ha nocrieacTBuATa (repair);
r (defense) — nacuBHa M akTUMBHA



Llen Ha HayuHO-U3cneaoBaTenckua NpPoekKT (2)

B HacTtoAwMA npoekT ce npeaBwxaa Aa ce OOBLpPHe
OCHOBHO BHUMaHuWe Ha NMbLPBOTO OeUCTBUEe. OTKpuMBaHe
(detection) — naeHTudunumpaHe Ha aTaka.

NMpeaBaputenHUuTe aHanmM3anM Ha  MeToOMTe  HaA
,,MSKYCTBEHUSA UHTENEeKT", nanonssaHn B CUCTeMUTe 3a
MpexoBa U MH(pOpPMaUMOHHA CUTYPHOCT, NMoOKasBaT, 4e
NnoBeYeTo OT TAX NPUTEeXaBaT KaKTO JOCTOMHCTBA, TaKa U
HegoCTaTbUM.

EOHAa OT OCHOBHUTE Lenu Ha  MNPOEKTHOTOo

npeanoxeHuve e, cried Kato ce nposede 3aabliooyeH

, CbNPOBOAEH OT eKCrepuMeHTanHo uscrneagBaHe

Ha Hal-nepcnekTUBHUTE MeToau, Aa ce HanpaBu ONUT 3a

nogobpsiBaHe Ha MONMOXWUTENHUTE CTPaHU U U3bArBaHe
Ha HegocTaTbLMTe.



Mpobnema 3a naentudmnumnpaHe Ha arakure (1)

AOEHTUNOMUMPAHETO Ha aTakmTe e npouec Ha oTKpuBaHe Ha

NPOHMKBALLM CBLOUTUA, Bb3HMKBAWM B nMNpoLeca Ha
eKcrnnoaTawusa Ha AageHa MHcopMaLMOHHA cuMcTemMa.

Hanunuyneto Ha cuctemMu 3a maeHTUdPUUUpaHe Ha aTaku e
3aablnKuTeneH

AHanorM4Ho Ha CcuUcTeMuTe 3a ynpaBJfieHWe Ha
BUCOKOOTIOBOPHMU TEXHOJIOTMYHM MnpoLecu, B cuctemuTe 3a
3aluMrta  Ha  UHPOpMALUMOHHUTE CUCTEeMU  Bb3HUKBA
U3NCKBAHETO 3a pas3no3HaBaHEeTO Ha MNPOHMKBALUUTE
OEeNCTBMA B MOMEHTa Ha TAXHOTO Bb3HUKBaHe, a He cnen
TAXHOTO pearnu3upaHe.

EQHOBpEeMEeHHO C OTKpMBaHETO Ha ONUT 3a NPOHUKBaHe e
HeoOxoanmMo pa 3anoyHe (hyHKUMOHUPAHETO Ha MEeXaHU3bM
3a npeBaHTUBHM [OEUNCTBUSI, KOUTO Ca CBbP3aHU C
orpaHuvyaBaHe UM U3onMpaHe Ha OEeUCTBMETO Ha U3TOYHUK
Ha ataka U npeanpveMaHe Ha akKTUBHO NMPOTUBOAEUCTBUE C
Lesyl HeroBoTo OJfiOKUpaHe, u3onupaHe U nNpuBexpaHe B
HepaboToCnocoOHO CHLCTOAHMUE.



Mpobnema 3a naeHTudnuupaHe Ha atakure (2)

Bbnpekn 3HaYuMmocTTa Ha NOCOYeHUTe 3alnTHN cpeacTBa U
aHTUBUPYCHM MNporpamu, TAXHatTa KoMOuHauus B
CbBpPEeMEeHHUTe YyCJIOBMSI HAa KOMOMHUPaAHW aTaKu 4YecTo He e
nocratrb4Ha, 3a f4a ce npeAoTBpaTAT aTakute Ha
CbBpeMeHHUTe Bepcumn Ha 3noBpeneH codTyep U onutn 3a
HenpaBOMepPHO NPOHMKBaHe.

D,Opl/l n cneaBawwoto nokolneHuwe 3aullnTtHU CTeéHUn He Ca
AO0CTaTb4HO e(bMKaCHVI, TbU KaTo Te ca onTMMMNM3InNpaHn 3a
npunaraHe Ha MNOJIMTUKN, CBBHBP3aHN C TpPpaaAULUNOHHUTE
TeXHOJIOI'MN, a He 3a OTKpuUBaHE " 6n0|<v|paHe Ha

B Te3u ycnoBusi npeobnanaBalloTO KONMMYECTBO €KCnepTu
ce o6egMHABaAT OKONo Te3aTa, Ye TPaAULMOHHUTE MeToau 3a
3aliMTa ca Be4ye cnabo nNpoAyKTMBHU U e Heobxoaum
KayecTBeH Npexod KbM HOBM MHCTPYMEHTU 3a peanusauus
Ha MpexoBaTta u nHopmMaLMOHHA CUTYPHOCT.



MeToan Ha U3KYCTBEHUA UHTEeNeKT (1)

EAHO OT noco4yBaHUTE C NPUOPUTET HanpaBfieHUs Ha
TO3U Npexon € LUNPOKOTO NMPUNOXKEeHNEe HA UHTEITUIeHTHHU
MeToAM 3a aHanuM3 Ha oOmMeHsHaTa MHQopmauusa, Ha
noTounTe B MpPEXUTe, Ha U3TOYHULUUTE Ha 3annaxwm,
KaKTO M nnaHvMpaHe Ha e(eKTUBHU MepKu 3a
Bb34eUCTBME, B T4. MNPOaKTUBHM (T.e. aTaKyBalu
OCHOBHMTE M3TOYHMUM Ha 3annaxa, TakuBa KaTo
yrpaBnsaBalim LEeHTPOBEe Ha ,,00T-HeT“-u np.).

CBeToBHaTa MnpakKTUKa oTOensa3Ba Be4ye 3Ha4YuTeneH
Opon OT pa3HoOOOpa3Hu
B KOMMKTbLPHaATa curypHoct. bes pa ce
npaBu ONUT 3a uU34vyepnartenHa knacudgpukaumsa, ouxme
MOINN Aa pas3ferium Te3u NpPurioXKeHUus B ABe OCHOBHMU
HanpaBneHUs:



MeToau Ha U3KYCTBEHUA UHTENEeKT (2)

] A. YcnoBHO HapeueHu ,paznpenencHu® unu ,Mpexosn”
MeToAM:

" Al. MynTu-areHTHM CUCTEeMU OT UHTENINFEHTHU areHTu;
" A2, :

RNAS. N reHeTU4YHU arnropuTmu
U T.H,

] B. YcnosHo HapPe4YeHU ,,KOMNaKTHU" meToaum:

" Bbl. Cuctemnm 3a wMawuHHO camooby4vyeHume (Machine
Learning), B T.M.. acouuMatTuBHU MeTOAWN, WHAYKTUBHO
FIOrM4YecKo nporpamupaHe, bencoBa knacudukauma v np.

" B2. Ha obpa3u;
" B3. :
" B4. PaamuTa noruka v np.



PabortHa nporpama Ha npoekra (1)

Pl11: AHanu3 3a NpUNoXeHUeTo Ha UHTeNMUreHTHUTe MeToaum
B MpexoBaTta U MHpopMaLMOHHA CUTYPHOCT.

» JleiHocT 1.1. AHanM3 Ha CbLUEeCTBYBALLUTE MHTENUIEHTHM
MEeTOoZM B 061acTTa Ha MperKoBaTta U MHPOPMaLIMOHHA
CUrYPHOCT.

> /lenHocT 1.2. AHanM3 Ha nocnegHuTe TEHAEHLMM NpU
pa3/IMYHUTE BMOBE KMOEp-aTaKM.

» JleiiHocT 1.3. MoAroToBKa Ha Hay4YHW CTaTMM M yYacTuA B
HaUMOHa/IHU U MeXAYHApPOAHU Hay4YHU KOHPEpPEHLMU



PabortHa nporpama Ha npoekra (2)

PlN2: MopenupaHe n eKcnepuMmeHTariIHO wu3criegBaHe Ha
onpenerieHn UHTeNMUreHTHN MeToaMu.

>

» JleiHocT 2.2. Cb3aaBaHe Ha eKcnepMMeHTaHa U
M3csieqoBartesiCKa NoCTaHOBKAa Ha TEOPETUYHMA MOJE.

» JleiHocT 2.3. U3cneaBaHe Ha paboTaTa Ha eKCnepuMeHTaHMS
MoJen.

» JleiiHocT 2.4. NMoaroToBKa Ha Hay4YHW CTaTMM M yYacTms B
HaLUMOHA/IHU U MeXAYHApOAHM HayYHM KOH(EpPEHL MM



PabortHa nporpama Ha npoekra (3)

Pl3: PaspaboTBaHe n nscnegBaHe Ha mogudumnumpaH meton
3a noBulUaBaHe HMBOTO Ha MpexoBaTa U MH(pOpPMaLMOHHA
CUTYPHOCT.

» JleiHocT 3.1. Pa3paboTBaHe M u3caeABaHe Ha MoaMdULMPaH
MeTOoA.

» JleiHocT 3.2. EKcnepuMmeHTaHO u3caeBaHe Ha
MoaudUUMPaHUA METOA,.

» JleiiHocT 3.3. MoaroToBKa Ha Hay4YHW CTaTMM M yYacTms B
HaUMOHA/IHU U MeXAYHApPOAHM HAayYHM KOH(DEPEHL MM



PabortHa nporpama Ha npoekTa (4)

Pl14: PasnpocTpaHeHue Ha pe3ynTtaTtuTe.

» JleliHocT 4.1. Cb3aaBaHe Ha MHTEPHET CTPaHMLA Ha NpPoeKTa U
npeAcTaBAHE Ha NpoeKTa.

» JleiHocT 4.2. OpraHm3aupaHe Ha CEMMHapM C Len
pa3npocTpaHABaHEe Ha Hay4YHMTE pe3yaTaTu OT NPOoeEKTa.

» JleiHocT 4.3. HayyHu ctatum B pecdbepupaHn U MHAEKCUPaHM B
CBETOBHM BTOPUYHU finTepaTypHM natouHmum (Web of Science
n/mnm SCOPUS) n B n3gaHma ¢ umnakT daxktop (IF)

» JleiiHoCT 4.4 M3roTBAHe Ha A0K/Na/ 3a NPenopbYMTENHO
M3MN0213BaHEe HAa UHTE/IMFEHTHU MeToAM 3a NoBULLABAaHE HUBOTO
Ha MperkoBaTa U MHPOPMALMOHHA CUTYPHOCT.



Pn/
mecell

01-03

04-06

07-09

09-12

13-15

16-18

19-21

22-24

25-27

27-30

Pl 1

P 2

Pl 3

PM 4




KoHkpeTHU pe3ynrtaTtu (1)

MNoHacToAweM, HayYyHUs ekun u3nswiiHM Etan 1 m ETan 2 Ha

npoekra ,lloBuwaBaHe HMBOTO Ha MpexoBaTa W
UH(pOpMaLMOHHA  CUTYPHOCT  4pe3 n3nonsBaHe Ha
UHTESNIMreHTHN ™Metogu“, d¢uHaHcupaH ot d¢oHa ,HayuHu
nacnegBaHua“ Ha  MuUHUCTEpPCTBOTO Ha Haykata W
oOpa3oBaHMeTO.

NpuknoyeHa ©Oe pabotata no Plll «AHanu3 3a
NPUMOXEHNEeTO Ha MHTENIMreHTHUTE MEeToAM B MpexoBaTa U
UHhopMaLMOHHA CUTYPHOCT», B KOUTO Oelle HanpaBeH:

> ,AHanu3 Ha nocnegHWTe TeHAEHUMM NpPU pPasfUYHUTE
BUOOBE Kubep-atakun’”, Kakto u

>

NMNoapobHUTe pe3ynTaTtM OT TO3M NakeT 6sixa npeacTtaBeHU B
npe3eHTauunTe OT NpeauLlHUA ceMuHap npe3 2018 roguHa.



KoHKpeTHU pe3ynTtaTtu (2

[lpe3 NnbLpPBUA eTan Ha NPOEKTa 3ano4yHa, a npe3 BTOpUA eTtan Ha
npoeKkta ce 3aBbpwm paborata no Pl2 «MopenupaHe w
eKcCnepuMeHTanHoO wu3crieaBaHe Ha onpeageneHn WHTESNIUFeHTHU
MeToauny.

N3BbLpLueHo Oe N eKCnepuMeHTarnHo uscnenBaHe Ha
u3bpaH crnen wusvyepnaTteneH aHanu3 orpepgerieH UMHTerNUreHTeH
MeTos, Hagrpaxapaw, hyHKUMOHANHOCTTa Ha CUCTEMMU 3a aKTUBHO
npoTMBoAeMcTBME HaA OMUATU 3a NPOHMKBaAHe nNpuU 3aluTa Ha
MPEeXOBMU CbPBBLP M XOCTOBE B MpexarTa.

B Ka4yecTBO Ha TakaBa cucTtemMma 3a akTUBHO NpoTuBoaencTBue be
n3dpaHa egHa OT Hau-nonynaApHUTE B NOCNea4HO BpeMe — cucrtema
3a OTKpuMBaHe W npotuBoaeucTtBue Ha npoHukBaHe (IDPS -
Intrusion Detection and Prevention System).

MopenbT Oe npeactaBeH Ha npeauvullHna cemuHap npe3 2018
rooMuHa, a cera we 60baaT AOKNagBaHW eKCnepuMeHTariHUuTe
pesyntaTtu No TO3M NakeT B e4Ha OT crieABalluTe npe3eHTauuu.



KoHKkpeTHU pe3syntaTtu (3

NMMpy un3NbLNHEeHMeTO Ha npoekta 6e wu3BbLpLUEH
aHanus3-cpaBHeHUe Nno nuTepaTtypHU U3TOYHULM Ha
pa3fiudHN MeToAM Ha WU3KYCTBEHUS WHTEeNeKT OT
rnegHa To4YkKka Ha ropernoco4yeHuTe Kputepum.

YcTtaHOBeHO 6e, ye MeTopgornormsitTa Ha aHomMmariHO
HacTpoeHuTe npeBb3X0XAa
OOSILLMHCTBOTO TpPaAULMOHHM CUCTEMMU, Oa3upaHu
Ha U3KYCTBEHUA WHTENIeKT MNpu OTKPMBAHETO Ha
aTaku, ocobeHO C Hen3BeCTeH XxapakTep.

EdekTMBHOCTTA Ha OTKpUBaHe Ha OMaCHOCTU MNpwU
MYNTU-areHTHUTe CUCTEeMU CbLO MNpPeBb3X0XAa
TPaAULMNOHHUTE CUCTEMM.



KoHKpeTHU pe3ynTtaTtu (4)

Han-couwecrBeHUTE acnekTu Ha
ca BMCOKaTa TOYHOCT,
CamMoOOy4YeHNeTo U YCTOMYMNBOCTTA.

be3s CbMHEHMUe, MYJITU-areHTHo-0asupaHuTe
nogxogu Morat noTeHUManHO Aa AOCTUrHar
, KOeTO e rm HanpaBu oLue

no-nonynsapHu B 6nM3kKo 6baeLue.

[lopagn TOBa, eKcnepuMeHTarHUAT Mopaen,
cb34adeH Ha nNbpBUA etan oT npoekta no Pll2, e
Knacu4ecka cucrtema 3a OTKpuBaHe n
npeaoTBpaTsABaHe Ha npoHukBaHe (IDPS) 6asunpaHa
Ha MynTu-areHTHa cucTema.



KoHKpeTHU pe3ynTtaTtu ()

[lpe3 BTOpMA eTan Ha NpoeKkTa ce ocbLiecTBU paboTaTta no
Pl3 «Pa3paborBaHe u nscneaBaHe Ha moaudpuumpaH meton
3a noBuMwwaBaHe HMBOTO Ha MpexoBaTa U UHGOpPMaLMOHHA
CUTYPHOCTY.

B3 ocHoBa Ha pe3yntatute OT u3crneaBaHUATa Ha
Cb34ageHnsa TeopeTUYeH Mopen 4Ype3 mMetoau UM nogxoau
crnomaraiwim 3a pellaBaHe Ha npobnemMuTe B MpexoBaTa M
MHpopMaLMOHHA CUTypHOCT 6Oe cb3aapeH

, CbYyeTaBaly CUITHUTe CTPaHU U KOMMNeHcupal, cnaburte
CTpaHMW Ha HAKONMKO MeToAa, U be peanuaupaHo macrieaBaHe
Ha  moaudomumpaHus MeTon BbpXy  M3rpageHa
eKcrepuMmeHTanHa nocraHoBka, ¢ orneg Ha noBuwaBaHe Ha
HUBOTO Ha CUTYPHOCT Ha CUCTeMa 3a OTKpuBaHe WM
npotuBogencTeme Ha npoHukBaHe (IDPS).



KoHKpeTHU pe3ynTtaTtu (6)

Cnepn HanpaBeHuUA 3aabnoboyeH aHanus Ha
eKCNnepuMeHTasriHOTO wu3criegBaHe Ha Hau-nepcrnekTUBHUTE
MeToau Ha U3KYyCcTBeHUs unHTernekt ot Pl2 npe3 BTOopuAa etan
Ha npoeKkTta 6sixa HanpaBeHU AOMbJIHUTESIHMU MNMpPOoy4YBaHUA B
Pll3 3a cb3paBaHe Ha

Cb3pnapeHUAT xubpuaeH meTon 3a Kubep-3awurta e 4ypes
HagrpaxpaHe Ha cuctemarta, M3nons3Balia 6as3oBus MynTU-
areHTeH MeTo4, C MeTod HAa M3KYCTBEHUSI WHTENEKT,
npuMHaanexal KbM gpyra rpyna B npuertarta knacudukauus.

ce ocHoBaBa Ha MynTu-
areHTHa cucrtema 6asupaHa Ha pa3muTa noruka (Fuzzy logic)
n obyvyeHue ¢ noTBbpxaeHue (Reinforcement Learning).

Mo ekcnepumMeHTarneH NbLT 6e AoKa3aHa e(eKTMBHOCTTA OT
TOBa HagrpaxpaaHe.

XubpnaHuUAT moaen U eKcnepuMmeHTanHuTe pe3ynTaTtv Lie
ObaaT npeacTaBeHM B e4Ha OT crnefBalluTe Npe3eHTauun.



KoHkpeTHU pe3ynTtaTtu (7)

[Mpe3 NnbpBMA U BTOPUS eTanm Ha MpPoeKTa ce OCHhLUEeCTBMU

pabotata no P14 «Pa3npocTtpaHeHue Ha pe3yntaturey.

> Cb3pgapeHa 6e 3a npeacTaBsHe Ha

NMPOEKTa U HEroBuTe pey3sitaTtun.
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KoHKpeTHU pe3ynrtaTtu (8)

» OpraHu3upaHM WM npoBedeHU 6sAxa c uen
pa3npocTpaHsiBaHe Ha Hay4yHWUTe pe3ynTaTh OT NPoeKTa

°ceMMHap 3a npeacrtaBsiHe Ha  pe3yntatute  OT
uanoriHeHMeTo Ha Etan 1 Ha npoekta - 2 mapt 2018r.
rp. Cocdumsna, xorten ,,Butowa”

*ceMMHap 3a npeacraBAHe Ha  pe3ynratute  OT
U3nbHEeHUeTO Ha ETan 2 Ha npoekTa - 12 chepyapu 2020r.
rp. Cochusa, xoren ,,Butowa”

°* BbTPELLHM CEMMHAPW Ha eKuna Ha NpoekKkTa 3a oocbXxaaHe
Ha Hay4YHuUTe 3aAayvun, Hanpeaobka Ha TAXHOTO U3MbJIHEHUE
U HAaCOKM 3a ObpaeLlaTa paboTta



KoHkpeTHU pe3ynTtaTtu (9)

> MoprotoBKka W ny6nukyBaHe Ha B
pecdepupaHn M UHOEKCUMPAHN B CBETOBHU BTOPUYHMU
NUTepaTypHU U3TOYHULUM U B U3gaHua ¢ umnakt cakrtop, IF
(Web of Science) n umnakTt paHr SJR (SCOPUS)

] Ctatumn B MexayHapoaHu peLeH3MpaHn HayYHU criMcaHus
¢ umnakt daktop (IF) — 2 6pos

] Ctatm B peuieH3upaHN HayYHU CNMCAHUA C UMMNAKT pPaHr
(SJR) — 2 bpos

] Ctatum B mMexauHapoAHW U HaUMOHANHM peLeH3MpPaHW
Hay4YHu cnucaHma — 6 oposn

] Ooknagn Ha MeXAMHApPOAHU W HAUMOHANHU Hay4HU
KOHdepeHUun — 14 6pos

[Mlo-nogpoOHO nyb6riMkyBaHUTE Hay4YHM cTaTUM LwWe ObAaar
npeaoctaBeHU B eAHa OT crnegBaliuTe Npe3eHTauum.



KoHkpeTHu pe3ynTtaTtu (10)

> N3roTBsiHe Ha Ha
UHTENIUFreHTHU MeToauM 3a MnoBUWIABaHe HUMBOTO Ha
MpexoBaTa U MH(OPMaLIMOHHA CUTYPHOCT

U3roTBeHnTe npenopbKM KbM AbpXKaBHUTE OpraHu, busHeca
U akageMU4yHUTe cpeau 3a M3NOoNi3aBaHe Ha WHTESIUTeHTHU
MeToaAn 3a noBuWIaBaHE HUBOTO Ha MpexoBaTta M
UHoOpMaLUMOHHA CUTYPHOCT LWe Haco4YaT Y4YeHun u
3aMHTepecoBaHU eKCcrnepTu oT OM3Heca 3a Bb3MOXHOCTTA 3a
noTteHUumanHa Obaewa paspaboTkaTa Ha peasiHu NPUNOXKHMU
CUCTeMMn OT nocriegHoO TMOKOJieHue C U3non3BaHe Ha
WHTEeNUreHTHU MeToau npu MpexoBaTta U MHGOPMaLMOHHA
CUTYPHOCT.

[Mpenopbkute LWe ObAaT nNpeacTaBeHW B efHa OT
cnepBalluTe Npe3eHTauun.



SakntovyeHue (1)

Pesyntatute OT u3nbJiHEHUETO Ha Etan 1§2 Ha
npoeKTa nroKa3BaT, 4e npeagnoxeHata cucrtema
paboTtu npu OTKpuMBaHe Ha
aTakuTe U 3noBpeaHUs Koa, KOUTO ca HaCOYEeHU KbM
3aliMTaBaHata cuUctema, C

n

Pe3yntatute OT ekcnepuMeHTariHUA Mopgen 3a
nopedeH nNbT AOKasBa  NepCcrnekTuBuUTe  Ha
U3MNOon3BaHeTO Ha MeToAuUTe Ha ,,U3KYCTBEHUS
UHTENeKT® B CUCTEeMUTe 3a MpexoBa WU
uHpopmaumoHHa curypHocT. [loTBbpXKAaBaTt ce
npeaBapuUTenHUTe aHanu3u Ha Te3n MEeToAUu, KOUTO
nokKkasBaT, 4Ye MNOBeYeTo OT TAX MpuUTeXaBaT KaKTo
OOCTOMHCTBA, TaKa U HeaoCcTaTbLUM.



3aknioveHue (2

OCHOBHUTE LULENMM HA MU3NbIHABAHUA Hay4HO-
nu3crieqoBaTeNncKu NpoekT 6s1xa nocturHatu B Etan 2
Ha NpoeKTa:

" [lpoBepeH be Ha
eKCNMepuMeHTanHoToO u3cnegBaHe Ha  Hau-
nepcrnekTuBHUTE WHTENUIreHTHU MeToaMu,

HanpaBeH B ETan 1 Ha npoekKTa

" nocTturHa ce noagooOpsiBaHe Ha pe3yntatute OT
eKcrnepumMeHTarilHua Mopes&li Bb3 OCHOBaAa Ha
U3MNon3BaHe Ha MNOJNIOKUTESNIHUTE CTPaHUu ¢
n3bsireaHe Ha HepoCTaTbLMUTE:

°* ype3 moaundunumpaHe Ha N3bpaHna meToa,
®* ype3 xubpuausauusa Ha HAKOJNKO U3bpaHn meToAaa.



naBHK pe3ynTtaTu oT nNpoekTa (1)

1.HanpaBena ©6Ge yHukanHa

3a Kubep-
CUTYPHOCTTa — C NPUSIOXXEeHUe Ha XapaKTepPUCTUKMU,
KaTo. areHTU Ha 3anfaxute, BEKTOp U MaTpuua Ha
3anfiaxmte, Kakto M OTHacsiHe Ha KOHKpPeTHUTEe
3annaxvm KbM eTtanute Ha T.H. ,Bepura Ha
youncrteotro“ (Kill Chain). PaboTtaTta 6e oTpa3eHa
B creuuanHa

2.N3BbpweH 6e aHanuM3 Ha MeToAMTE Ha
M3KYCTBEHNUA  MHTENeKT OT TrnegHa Touka
NPUIIOXXEeHUEeTO UM 3a uenuTe Ha Knbep-3awmraTa.
Cbwo TO03M aHanun3 Oe oTpa3eH B chneuuanHa



naBHKW pe3ynTtaTu OT NpoekTa (2)

3. Bba3upailkmu ce Ha Bb3nNpuemMaHeTOo Ha BOEHHaTa
Teopusas B Kubep-curypHoctta, Cb3gaaeHa 0Oe
VHUKaNHa kKnacudpukaumsa Ha etanute Ha Kubep-
3awmTara:

»  OnepaTUBHO KMGep-pa3y3HaBaHe;
»  TakTuyecko KuGep-pa3y3HaBaHe;
>  OtpaboTBaHe Ha UHLMAEHTM.

4. HanpaBeH Ge M360p No onpeaeneHU KpUTepuu Ha
noaxopAaw, 6a3oB MeTon Ha U3KYCTBEHUS MHTESIeKT
(MynTu-areHTeH) 3a KubOep-3awuta Ha MpexoBaTa W
XocToBaTa 4YacT Ha WHdopmMauMOHHaA CUCTEMA,

Oe 3awiuMTHaTa cpepa, ocbLiecTBeHO Oe
eKcrnepumMmeHTUpamMmeHTariHo n3crneaBaHe Ha
AEeNCTBUATA NMPU CUMYINIMPAHU Pa3fINYEH TUMN aTaKu.



naBHU pe3yntaTtu ot npoekra (3

5. Cb3naneH Ge

3a KuOep-3awmta 4Ype3 HaarpaxgaHe Ha
cucrtemara, umsnonssawa 6aszoBus metoa (MynTuU-
areHTeH), ¢ MeToOAM Ha WU3KYCTBEHUSI WHTENeKT
(pa3aMuTa normka n odby4yeHume C NOTBLPXKAEHUE),
npuHaanexauw, KbM Apyra rpyna B nMnpueTarta
knacudukauma. Mo exkcnepumeHTaneH nbT Oe
AoKa3aHa etpeKTUBHOCTTa OT TOBa HaarpaxaaHe.

0. U3roTBeHM 6sixa NpPenopbLKM KbM ObpXKaBHUTE
opraHun, Ou3sHeca “ akageMunyHuTe cpeou 3a
U3nonisaBaHe Ha WUHTENUreHTHNW MeToAM 3a
noBulaBaHe HMBOTO Ha  MpexoBaTa W
UHoOpMaLMUOHHA CUTYPHOCT.



bnharogapsa 3a BHMMaHUETO!

Bbvnpocu?




